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Introduction

This article is an attempt to use Artificial Intelligence techniques to solve one of the widely discussed problems: security in Mobile Ad-hoc Network. MANET is a group of mobile nodes that cooperate and forward packets for each other. Such networks extend the limited wireless transmission range of each node by multi-hop packet forwarding and thus they are ideally suited for scenarios in which pre-deployed infrastructure support is not available. MANETs have some special characteristics such as unreliable wireless links, constantly changing network topologies, limited bandwidth, battery power, low communication power, etc.  While these characteristics are essential for the flexibility of MANETs, they introduce specific security concerns, these security concerns are absent or of less importance in wired networks. To be more specific MANETs are vulnerable to passive eavesdropping, active interfering, impersonation, and denial of service. One of the most critical problems in MANETs is security vulnerability of the routing protocol.  A set of nodes may be compromised in such a way that it may not be possible to detect their malicious behavior easily.

Assumptions - We assume Source node can be trusted; it is in the best interests of the source node to deliver the content. No other node than source can be fully trusted. Since there is no centralized authority in MANET, we need to implement some kind of mechanism that would help every node identify the source node. Tremendous amount of research has been already done regarding deployment of Public-Key infrastructure in MANET, [9] discuss different types of techniques of identifying mobile nodes. This is beyond the scope of this project, so we rely on some other papers that have already proposed different techniques of source identification.

Routing - For data forwarding in MANET, there are three main routing protocols [6] Destination-Sequenced Distance Vector Routing (DSVR), [7] Dynamic Source Routing, [8] and Ad hoc On-Demand Distance Vector Routing (AODV), MAODV for multicasting. We use the latest for this project.
Method Implemented - We view the world as a series of snapshots, or time slices, each of which contains a set of random variables, some observable, and some not. Let’s define which variables can be observed and which not. We will use Xt to denote the set of state variables at time  t, which are assumed to be unobservable, and Et, to denote the set of observable evidence variables. The observation at time t is Et = et for some set of values et. Our design is similar to the ‘Umbrella World’. We have Source node that serves as observation node, agent that collects all observable variables. As described earlier in the section, each node is required to send receipt value upon request from source node. Receipts in our design are observable values (Et). Based on the receipts we will evaluate how trustworthy is a node. Xt will represent the reputation of a node. The transition model specifies the probability distribution over the latest state variables, given the previous value, that is P(Xt, X0:t-1). The problem we face here is that t is unbounded in size, we cannot allocate space for unbounded number of observations variables, the problem is resolved by referring to first-order Markov process, which states assumption that current state depends on the finite fixed number of previous states. Thus we have P(Xt|X0:t-1) = P(Xt | Xt-1)
Figure 1. Bayesian network structure for receipt collection mechanism 
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Transition model: P(Reputationt|Reputationt-1)
Sensor model: P(CollectedReceiptt|Reputationt)
In the sensor model, the evidence variables Et could depend on previous variables as well as the current state variables, but any state that’s worth its salt, should suffice to generate the current sensor values. According to Markov sensor assumption: P(Et | X0:t-1) = P(Et | Xt)

P(Et|Xt) is our sensor model also referred as observation mode. Fig. 1 shows illustration of the scheme. Unlike the original ‘Umbrella World’ Conditional Probability Table (CPT) in our design is not fixed. The values are updated on the fly, since the reputation of node changes over time. When source node observes receipt value it will check whether it’s correct or false, if the value is correct node will be assigned value 1 at time t, 0 otherwise and further investigation will be conducted. The CPT value is simply computed based on the average. If all observations from node are 1, the trustworthiness of this node will be 100%. (Please note the values assigned to the node always range between 0 – 1.0). 
In conclusion we need to specify the transition and sensor models at time 0. Initially all reputation are 0, with successfully delivered packets, nodes will acquire receipt values and their reputation will increase. The longer node is on network more difficult it is for malicious nodes to reduce its reputation P(X0:t, E1:t) = P(X0) ∏  P(Xi|Xi-1) P(Ei, Xi) (where i=1,t)
Just as described in probabilistic reasoning three right-hand side terms are initial state P(X0), transition model P(Xi|Xi-1) and sensor model P(Ei, Xi). We face difficult situation when two nodes provide contradictory information, our scheme is designed to deal with such situations and based on the low reputation, exile cheating nodes. When mismatch occurs between two reports, we send these nodes to the court. Each side is awarded with the negative point, which equals to the trustworthiness of the opposite node.

Receipt mechanism - If final receiver does not receive data, after time-out it will send complaint message to the source node, with the ID of a missing (expecting) packet. Source node has knowledge of full path to the receiver, and will issue a receipt collection message for that particular packet. Intermediate nodes must respond with the receipt number, or claim they never received the packet. Responses from intermediate nodes might lead to different decisions

Figure 2. MANET path with malicious node B
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With malicious node B on the path, we assume connectivity of the network is dense enough to allow nodes use alternative routes to reach the source node. Node B has dropped the data therefore it will not have receipt from C, node C will claim it never received the data. B has the following options:

a. I have never received data from node A. In this case it will go against node A in the court

b. It can provide some bogus number and claim this is receipt from C.

c. Node B can also drop the data, and supply node A with some bogus receipts. In this case it will go against both, A and C in the court.
Source node has no way of knowing the exact truth; it can only identify the questionable links. Source node will impose one unit of negative social point on both sides involved in the dispute and broadcast the court decision.

	# Nodes
	20

	Area
	750x750 m

	Speed
	20 ms

	Radio Range
	250 m

	Placement
	Uniform 

	Movement
	Random

	Routing Protocol
	AODV

	MAC
	802.11

	Sending Capacity
	4 Kbps

	Application
	CBR (constant bit rate)

	Packet Size
	512 B

	Simulation Time
	500 s

	Reputation Threshold
	7.1

	Publication Timer
	10 s

	Re-evaluation Timer
	10 s

	Malicious nodes
	35% (7 total)

	Fading Timer
	10 s


The implementation of the proposed scheme is done under NS-2, with TCL scripts and C++. The innovative part is the implementation of virtual court system, new agent on top of the UDP connection has been added in NS-2. The agent simulates the source node that is in charge of generating some random packets, and sending it to the rest of the group members. It also receives complaints after Time-Out and calls for Receipt-Collection.

The simulation scenario includes 20 nodes. Mobile nodes are moving randomly. Node speed is 20 ms, pause - 1s. Attacking nodes perform any type of attack (rushing attack, blackhole, greyhole, etc.). Each attacking node generates random sequence of time slots and drops data at that time. In the table simulation setup is outlined. We have plotted the simulations results on the graph, some improvement over existing protocols can be observed. We will shortly analyse the simluation results. Fig. 3 on the Y axis shows the throughput in %, X axis in all simulations shows number of malicious nodes in %. The highest number of malicious nodes in all simulations is 7 (35%). In order to make scenario more realistic, we let attacking nodes start malicious activity after some time (every 70 s. to be more specific.)

	Figure 3. Avg. Throughput vs. # of malicious nodes.
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	Figure 4. Avg. Throughput vs. # of malicious nodes.
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Figure 5. Avg. Jitter vs. # of malicious nodes.

We refer to our approach as Secure AODV. It used probabilistic reasoning to calculate negative weights and build reputation for each node. Unsecure – represents AODV protocol without puration scheme. As we observe fig. 3 shows the initial throughout for both secure and unsecure approaches are the same, as we let malicious nodes start their activity, throughput of the unsecure approach drops. On the other hand secure approach builds reputation, nodes are ignoring the malicious nodes and trying to find more trustworthy parents. This results in the less loss of the data. Fig. 4 shows avg. delay, initially secure approach shows worse performance than unsecure, this can be explained by the presense of Receipt packets, source node also periodically advertises reputation of other nodes. As time goes and more malicious nodes start their activity, avg. delay of unsecure AODV drops while Secure approach maintains better state. Towards the end of simulation there are almost no reports of lost packets, therefore receipt collection is not enforced by the source node. Lastly Fig. 5 shows the avg. data packet jitter comparison between secure and unsecure AODV. Initially there are lots of nodes with no reputation, once malicious nodes start their activity unsecure AODV tends to be less resilient. Jitter is calculated according to RFC3550 (RTP). If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then for two packets i and j, D may be expressed as D(i,j) = (Rj - Ri) - (Sj - Si) = (Rj - Sj) - (Ri - Si).
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